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OPTIGA™ Connect Consumer 0C1230

Datasheet

5G-ready eSIM turnkey solution for cellular-connected consumer devices to
support GSMA remote SIM provisioning (RSP)

Features

+  Remote SIM provisioning (RSP) compatible with GSMA SGP.22 v2.5.0
«  Multiple enabled profiles (MEP) compatible with GSMA SGP.22 v3

+  Supports network technologies 3G, 4G (LTE), and 5G

«  Supported network access applications: SIM, USIM, CSIM, and ISIM

« In-field OS update function

+ Interoperable with worldwide commercial eSIM services following GSMA
standards

« Uptol.1 MBfree memory for carrier profiles, applications, and data
(additional applets integrable)

«  Tiniest consumer eSIM solution with WLCSP (1.8 x 1.6 x 0.4 mm) and
X2QFN20 (3.0 x 3.0 x 0.3 mm) packages

+ Voltage classes: C(1.8V),D (1.2V)
« ETSITS 102 221 and SPI interfaces
+  Post-Quantum Cryptography ready

«  Security evaluated according to the BSI-CC-PP-0100-2018 specified in GSMA
SGP.25

+  GSMA SAS-UP certified production process
«  Temperature range: -25°C to +85°C
« Dataretention: At least 10 years

Description

Infineon OPTIGA™ Connect Consumer 0C1230 is an embedded universal integrated circuit card (eUICC) turnkey
solution for embedded subscriber identity modules (eSIM) implementing GSMA’s technical specification
compatible with RSP GSMA SGP.22 v2.5.0 and MEP compatible with GSMA SGP.22 v3 for consumer mobile
devices.

Potential applications

For embedding into cellular-connected mobile devices such as:
+ Handsets
+  Wearables

+ Tablets
« Laptops
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Support and services

Support and services

+  Design-in support for hardware and software
«  End-to-end test support with the Infineon Test SM-DP+ profile server
«  Support for software patches

About this document
Scope and purpose

This document describes the features, functionality and operational characteristics of OPTIGA™ Connect
Consumer 0C1230.

Intended audience

This document is primarily intended for OEM device integrators, system and application developers.
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1 Introduction

1 Introduction

The OPTIGA™ Connect Consumer 0C1230 eUICC is Infineon's next generation of embedded subscriber identity
modules (eSIM) implementing GSMA’s technical specification SGP.22 [16] for mobile consumer devices.

The main purpose of the 0C1230 eUICC is to provide secure network authentication to a selected and
subscribed carrier network. The 0C1230 allows changing and adding of carrier profiles in full compliance to
GSMA eSIM specifications. With up to 1.1 MB of free user memory, the 0C1230 has ample space for multiple
carrier profiles as well as additional applications and user data.

The OC1230 is a certified and tested solution:

+  GSMA SAS-UP certified production process [18]

«  GSMA eUICC functional compliant [15] [16]

«  GSMA eSA security certified

+  Common Criteria certified according to protection profile PP-0100 [17]
« Java Card™ functional compliant [25] [26]

eSIM
certificates

(ECASD)

eUicc O0s

Security Controller Hardware

ISO-UART SPI Secure
interface interface GPIO

Figure 1 Architecture of the 0C1230 eUICC

The 0C1230 eUICC is a system composed of secure software and hardware. The eUICC OS resides on a security
controller and forms a platform allowing to host carrier profiles, applications, and data.

The eUICC OS provides all services and features that make up the essence of an eUICC, respectively eSIM:

+  GSMA eUICC framework to support remote SIM provisioning (RSP)

« Atelecommunication framework with network access applications (NAAs), network authentication
algorithms, file system services, and services for remote file management (RFM) and remote application
management (RAM)

The eUICC OS serves as a foundation for user applications:

« The OSimplements a comprehensive GlobalPlatform (GP) framework to allow for secure and interoperable
application deployment

+  The OSimplements the Java Card™ platform, including virtual machine, runtime environment, and APlIs, to
support the execution of user applications in the format of Java Card™ applets

Datasheet 7 Revision 1.0
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1 Introduction

The capability to host Java Card™ applets allows to tailor the 0C1230 for different use cases. The 0C1230 is
capable of securely storing sensitive data such as end-user credentials, consumer device configurations,
cryptographic keys, certificates, and others.

Further, the OS cares for efficient power management and provides a patching mechanism that allows for
applying OS updates in the field.

The 0C1230 eUICC supports the following interfaces:

« ISO/IEC 7816-3 interface (conforming with ETS 102 221 [1]), to connect a baseband controller
«  SPlinterface, to connect an application processor

«  Secure GPIO mechanism, to support Android secure boot

Datasheet 8 Revision 1.0
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2 eUICC OS
2 eUICC OS
2.1 GSMA eUICC framework

The 0C1230 supports the following key features to support GSMA remote SIM provisioning:

+  Compliance with GSMA SGP.22 v2.5.0 [16]

«  Support for local profile assistant in the consumer mobile device (LPAd)

«  Multiple Enabled Profiles (MEP), option MEP-B, according to GSMA SGP.22 v3 [16]

+  eSIM ports, according to GSMA SGP.22 v3 [16], aka logical secure element interfaces (LSI)
«  TCA profile package interoperable [24] (backward compatible with [23])

«  Multiple public key certificate issuers (PK Cl)

+ ECdomains NIST-P256 and brainpoolP256r1

«  Profile metadata tag BF76

2.1.1 Multiple enabled profiles (MEP)

The 0C1230 supports multiple enabled profiles in compliance with GSMA SGP.22 v3.

If supported by the connected baseband controller, the 0C1230 allows to enable up to 2 carrier profiles to
establish up to 2 cellular connections at the same time. Multiple enabled profiles correspond to dual-SIM
capability as known from classic SIM legacy.

2.1.2 Logical secure element interfaces

Supporting multiple enabled profiles (MEP) requires the multiplexing of the APDU streams from an MEP-
capable mobile device to concurrently enabled carrier profiles on a single physical interface. This ability is
described by the ETSI (ETSI TS 102 221 [1]) as “logical secure element interface (LSI)”, and by the GSMA SGP.22
v3 as “eSIM port”. An “LSI” or “eSIM port” allows the mobile device to address a dedicated carrier profile on the
eSIM.

The 0C1230 supports the following mechanisms to address eSIM ports (respectively LSIs):
+ ForT=0,T=1, and T=1’: Via the APDU command MANAGE LSI
+ ForT=1and T=1": Via the NAD byte

For the selection of the ISD-R and the assignment of eSIM ports, the 0C1230 supports option “MEP-B” of the
GSMA SGP.22 v3 specification.

2.2 Telecom framework

The 0C1230 OS offers a comprehensive telecom framework for supporting several network technologies,
including 3G, 4G (LTE), and 5G. It also provides support for various network applications and authentication
and key agreement algorithms.

Some of the key features supported by the telecom framework are:
«  Compliance with network technologies, including 3G, 4G (LTE), and 5G
«  Access to network applications, such as USIM, CSIM, and ISIM
« Authentication and key agreement algorithms, including:
- Comp128-2/3
- MILENAGE (comp 128-4)

Datasheet 9 Revision 1.0
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- TUAK
- CAVE

+  5Gsubscriber concealed identity (SUCI) protection scheme with on-chip SUCI generation, including a SUCI
API

- ECIES scheme, Profile A
- ECIES scheme Profile B
- Nullscheme
+  Remote applet management (RAM) and remote file management (RFM)
«  Over-the-air (OTA) services via CAT_TP and HTTP
+  Re-sizefiles
« BER-TLVfiles
+  High update activity supported for all files

2.3 GlobalPlatform framework

The 0C1230 OS is compliant to the following GlobalPlatform standards:

+  GlobalPlatform: Technology Card Specification, v2.3.1

+  GlobalPlatform CIC: Card Common Implementation Configuration, v2.1

+  GlobalPlatform UICC: UICC Configuration, v2.0

+  GlobalPlatform Amdment A: Confidential Card Content Management Card Specification, v1.2

+  GlobalPlatform Amendment B: Remote Application Management over HTTP Card Specification, v1.2
+  GlobalPlatform Amendment C: Contactless Services Card Specification, v1.3

+  GlobalPlatform Amendment D: Secure Channel Protocol 03 Card Specification, v1.0

+  GlobalPlatform Amendment F: Technology Secure Channel Protocol '11' Card Specification, v1.3
+  GlobalPlatform Amendment H: Executable Load File Upgrade Card Specification, v1.1

+  GlobalPlatform SEAC: Device Technology Secure Element Access Control, v1.1

+  GlobalPlatform APDU: APDU Transport over SPI/12C, v1.0

+  GlobalPlatform API: Card API - org.globalplatform, v1.7

+  GlobalPlatform APIUPG: Card API - ELF Upgrade APl org.globalplatform.upgrade, v1.1

2.4 Java Card™ framework

The OS implements a Java Card™ framework, that is compliant with the following standards:

«  JCRE: Java Card™ runtime environment specification, Java Card™ platform classic edition v3.1
«  JCVM: Java Card™ virtual machine specification, Java Card™ platform classic edition v3.1

«  JCAPI: Java Card™ application programming interface, Java Card™ platform classic edition v3.1

The OS supports extended-length application protocol data units (APDUs) as defined in ISO/IEC 7816-4 [22], for
Java Card™ applets that implement the Java Card™ interface javacardx.apdu.ExtendedLength. Extended-length
APDUs are supported through both UART and SPI communication interfaces. The extended length APDUs allow
for larger APDUs than the standard length of 256 bytes, enabling more data to be transferred in a single APDU
exchange. This can be particularly beneficial for certain types of applications, such as those involving large data
sets or files.

The OS also supports a large selection of standard and optional Java Card™ APl packages. The APIs enable

various functionalities such as cryptography, secure messaging, and key management, among others, to be
implemented in Java Card™ applets running on the device. The standard APIs are mandated by the Java Card™

Datasheet 10 Revision 1.0
2024-02-15



o~ _.
OPTIGA™ Connect Consumer 0C1230 IanHEOI'I
Datasheet

2 eUICCOS

specifications, while the optional APIs provide additional functionality that can be used to extend the
capabilities of Java Card™ applets beyond the standard features.

The Java Card™ applets can either reside on the 0C1230 as an integral part of a carrier profile, or as so-called
“transversal” applets, which are separate and independent from any carrier profile.

2.5 Android ready SE

The OC1230 supports the security architecture defined by Google for Android devices in the context of the
Android ready SE program.

2.6 Patching mechanism

The 0C1230 implements a patching mechanism that allows for applying OS patches remotely, when the
product is already in the field. The patching mechanism is designed to minimize any potential interferences
with the consumer device, guaranteeing the best possible user experience.

2.7 Power management

The OC1230 supports power management in order to conserve energy and improve the overall efficiency of the
consumer device.

When the 0C1230 is powered up, the OS checks if the ISO 7816 or the SPI interface have been activated.

+ ThelSO 7816 interface will get activated by active handling of the ISO-RST line in accordance to ISO/IEC
7816-3

+ The SPlinterface will get activated on assertion of the slave select signal

If no interface has been activated, the OS will switch the 0C1230 to idle state. The idle state is left by command
reception via:

+ ISO 7816 interface
«  SPlinterface
The 0C1230 re-enters the idle state after the transmission of the last response.

Datasheet 11 Revision 1.0
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3 Java Card™ applets

3 Java Card™ applets

Infineon offers a variety of Java Card™ applets for the 0C1230.

3.1 GlobalPlatform secure element access control applet
The SEAC applet is used to manage and control the access of consumer device apps to the eSIM.

3.2 Weaver applet

Google Weaver is a secure inter-process communication (IPC) mechanism that is used to protect sensitive data
in an Android-based mobile device OS. Weaver allows Android apps to communicate with each other securely,
while preventing other Android apps or the Android OS from accessing the data.

3.3 Keymint applet

Google Keymint is a module within Android's security architecture that is responsible for managing the secure
storage of cryptographic keys. It is designed to provide a hardware-backed keystore solution, allowing for
secure storage and retrieval of keys.

3.4 OEM specific Java Card™ applets

The 0C1230 allows to host OEM-specific applets, either loaded by the OEM via GlobalPlatform compliant
content management means or preloaded by Infineon.

Datasheet 12 Revision 1.0
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4 Security features

4 Security features

The OC1230 OS supports state-of-the-art security features:

+  Security evaluated according to the BSI-CC-PP-0100-2018 specified in GSMA SGP.25 [17]
+  GSMA SAS-UP certified production process

«  Allsecurity-relevant methods are DPA/SPA/DFA-secured

+  ANSI X9.17 software secure random number generator

+  RSA coprocessor for RSA cryptography

+  Post-quantum cryptography ready

+  Secure GPIO mechanism

Datasheet 13 Revision 1.0
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5 Support and services

5.1 Configuration and customization

The 0C1230 can be configured in various ways and provides the option for individual customization, as follows:
+  Preloading of test profiles
+  Preloading and preinstallation of applets

Preloaded and preinstallation of content will be considered during the product configuration phase. The
content will be added during Infineon’s production process. This is a service that enables customers to have
easy access to useful features right from the start, eliminating the need for later downloads and installations.

Further, Infineon’s production process allows for chip individual diversification with respect to dedicated data
elements.

5.2 Design-in support for software

Infineon offers a selection of reference software components, which allows for easy and seamless integration of
the OC1230 into consumer devices. The reference software is available for host device architectures, based on
the Android open source platform (AOSP) and Microsoft Windows.

5.2.1 Local profile assistant

Example implementations are provided to demonstrate the functionality of a local profile assistant (LPA). The
LPA is responsible for profile management (for example, download, activation, and removal). Profile download
can be demonstrated by using an activation code to retrieve a test profile from an SM-DP+ server.

Information of the available profiles and the eSIM details for example elD and supported specification versions
and supported PKI IDs can be displayed in the user interface.

Depending on the host device architecture, either available system APIs are used or the required modules are
delivered as part of the LPA SDK package.

5.2.2 Patch agent

The patch agent can be used to deploy in-field updates for the eSIM firmware. The example projects showcase
the integration of the supplied libraries into an OEM application.

On the Android platform, this application would run as a system service and execute update scripts transparent
to the user.

5.2.3 Android ready SE integration

Android ready SE provides native support for generic communication with the secure element (SE). This allows
the Android system, as well as third-party apps to use specialized hardware for secured data storage (for
example secret keys or access rules).

The example package contains implementations for the hardware abstraction layer (HAL) to communicate with
the Keymint and Weaver applets installed on the SE. A generic HAL for low-level communication with the SE is
also provided.

Datasheet 14 Revision 1.0
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6 Delivery forms and ordering

This chapter provides information about available delivery forms and how the product's interfaces are assigned
to the package pins.

6.1 SMD packages

The following packages are available:

+ PG-X2QFN-20-1

SG-XFWLB-16-1

The figures in the sections below show the following aspects of the package:

« Package outline: It shows the package dimensions of the device in the individual packages

«  Package footprint: It shows footprint recommendations

+ Tape and reel packing: It shows device orientation in the tape with pin or index marking

+ Sample marking pattern: It describes the productive sample marking pattern on the package

« Package layout: It shows a simple layout with the pin numbers described in the pin-to-signal reference

section
Notes:
1. The drawings are for information only and not drawn to scale. More detailed information about the
package characteristics and assembly instructions are available on request.
2. Unless specified otherwise, all figure dimensions are given in mm.
Datasheet 15 Revision 1.0
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6.1.1

Package outline

PG-X2QFN-20-1

infineon

Bottom view
3+0.05 N KZ‘
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| Egupligags
m 10 ) e
i ] i
] +——- - =215 3
« Coplanarity 8 -
P - ]
ol s[] e
.\ | | HEHENER
5
|_2><- \ Pin1 marking | | 0.210.05
EM Seating plane ' )
| (©.1)
0.05

All dimensions are in units mm

The drawing is in compliance with ISO 128-30, Projection Method 1 [-6—@]

Drawing according to ISO 8015, general tolerances ISO 2768-mK

Figure 2 PG-X2QFN-20-1 package outline
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Package footprint
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All dimensions are in units mm
Figure 3 PG-X2QFN-20-1 package footprint
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Tape and reel packing

Pin1 marking

—\ . 4 | 0.25

5.5

12

3.25
|
o
1
;

—
0.5
3.25
All dimensions are in units mm
The drawing is in compliance with ISO 128-30, Projection Method 1 [6—@]
Figure 4 PG-X2QFN-20-1 tape and reel packing
Production sample marking pattern
TYPE
guaug
—123456 s =
/I 2 >< >< >< 3DIGITS LOTCODE | ]
| ] (.
|_| I:I:IE DATECODE:YYWW | -
® s[] Oa
nnnnn
PIN 1 INDICATOR
H:HALOGEN FREE
Figure 5 PG-X2QFN-20-1 sample marking pattern
The dot indicates pin 01 for the chip. The following table describes the sample marking pattern:
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Table1 Marking table for PG-X2QFN-20-1 packages

Indicator Description

123456 (1st line) Type code

12 (2nd line) Type code

XXX (2nd line) Lot code, defined and inserted during fabrication, issued by the packaging site
HOCICC] Engineering samples: “HE<YWW>":

+ Halogen-free

+ Engineering Sample

+  <YY>:2nd digit of production year

«  <WW-=: Production week

Qualified production parts: “H<YYWW=>":
+ Halogen-free

«  <YY>:Production year

«  <WW-=: Production week

PIN layout
Top view Bottom view
3
M 12 1 14 15
10—+ =
E — =
~ 1] ]
) |
( — =
s— e—
° i
5 [ 3 2 1
Figure 6 PG-X2QFN-20-1 PIN layout
Note: It is recommended to connect the exposed die pad to the common ground reference (GND) for heat
distribution.
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Pad-to-signal reference

Table 2 Pinout for PG-X2QFN-20-1

Pinno. |Name Pintype |Function

1 NC NA No internal connection

2 RFU NA Do not connect

3 ISO_IO I/0 ISO7816-3 10 signal

4 NC NA No internal connection

5 Vop PWR Power supply: Vpp

6 Vss GND Power supply: Common ground reference

7 Vpp PWR Power supply: Vpp

8 Vsg GND Power supply: Common ground reference

9 GP100.7 ouT If 0C1230 is configured to support the SPI interrupt, then this pin acts
as an SPlinterrupt (SPI IRQ) signal. Do not connect if not used

IN If 0C1230 is configured to support the secure boot mechanism, then

this pin acts as a secure GPIO signal. Do not connect if not used

10 SPI_MISO ouT SPI slave data output signal; do not connect if not used

11 Vop PWR Power supply: Vpp

12 NC NA No internal connection

13 ISO_CLK IN ISO/IEC 7816-3 clock signal

14 ISO_RST IN ISO/IEC 7816-3 reset signal

15 SPI_CLK IN SPI clock signal; connect to Vpp if not used

16 SPI_MOSI IN SPI slave data input signal; connect to Vpp if not used

17 SPI_SS IN SPI slave select signal; connect to Vpp if not used

18 Vop PWR Power supply: Vpp

19 Vss GND Power supply: Common ground reference

20 NC NA No internal connection
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6.1.2 SG-XFWLB-16-1
Package outline
1.8008 EO OZZX 0.403 MAX 02281001]¢ 01?;@ E
BACK SIDE COATING
(8]
| | |
| | |
‘ Y : 4
| d C 00O
= | + |
1 | . | 4| _|looool
a1 |
i q O 000
| 1 D) (D)
T } o\l N\ \/}O Oég W
\ Shold || |
o ozs]2x ‘ CoPLANARITY| | 03] D [ | ® A
INDEX MARKING 2l 3)
(LASERED) SEATING PLANE
0 M INDEX MARKING
STANDOFF
Figure 7 SG-XFWLB-16-1 package outline
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Package footprint

o
~

@0.22

0o

|

0000
o

© OO
O O O
O O O

solder mask stencil apertures

All dimensions are in units mm
All pads are non-solder mask defined

Figure 8 SG-XFWLB-16-1 package footprint
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Tape and reel packing

DEVICE ORIENTATION IN THE TAPE

0 ?S-_nq;l__

oooog

=9

Index marking i

Bo 196:005

Ko 0.5:005

Figure 9 SG-XFWLB-16-1 tape and reel packing

Production sample marking pattern

T ] \TYPE/LOTCODE: OO OO
ROl NSRS 0000

73S
a1 D s | OO0 0O

\ DATE CODE (YYWW) O O O O,
\ INDEX MARKING BALL A/1/
Figure 10 SG-XFWLB-16-1 sample marking pattern

The square indicates ball A/1 for the chip.

Table 3 Marking table for SG-XFWLB-16-1 packages
Indicator Description
XXX (1st line) Lot code, defined and inserted during fabrication, issued by the packaging site
12 (1st line) Type code
12345 (2nd line) Serial number, defined and inserted during fabrication, issued by the packaging site
OO Date code: “YYWW>":
«  <YY>:Production year
+  <WW-=: Production week
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6 Delivery forms and ordering

PIN layout
|
ONCHORON
|
| ©000] -
| 2
0000
O 000,
b t \ B A INDEX MARK]
Figure 11 SG-XFWLB-16-1 PIN layout
Note: It is recommended to connect the exposed die pad to the common ground reference (GND) for heat

Pad-to-signal reference

distribution.

Table 4 Pinout for SG-XFWLB-16-1

Pinno. |Name Pintype |Function

Al Vop PWR Power supply: Vpp

A2 Vss GND Power supply: Common ground reference

A3 GP100.7 ouT If 0C1230 is configured to support the SPI interrupt, then this pin acts
as an SPlinterrupt (SPI IRQ) signal. Do not connect if not used

IN If 0C1230 is configured to support the secure boot mechanism, then

this pin acts as a secure GPIO signal. Do not connect if not used

A4 ISO_CLK IN ISO/IEC 7816-3 clock signal

Bl ISO_IO I/0 ISO/IEC 7816-3 10 signal

B2 Vop PWR Power supply: Vpp

B3 SPI_MISO ouT SPI slave data output signal; do not connect if not used

B4 ISO_RST IN ISO/IEC 7816-3 reset signal

C1 RFU NA Do not connect

C2 Vss GND Power supply: Common ground reference

C3 Voo PWR Power supply: Vpp

C4 SPI_MOSI IN SPI slave data input signal; connect to Vpp if not used

D1 Vss GND Power supply: Common ground reference

D2 Voo PWR Power supply: Vpp

D3 SPI_SS IN SPI slave select signal; connect to Vpp if not used

D4 SPI_CLK IN SPI slave clock signal; connect to Vpp if not used

Datasheet 24 Revision 1.0

2024-02-15



o~ _.
OPTIGA™ Connect Consumer 0C1230 IanHEOI'I
Datasheet

7 Electrical integration

7 Electrical integration
This chapter provides information about the electrical integration of the product into a host device.

7.1 Reference schematics for PG-X2QFN-20-1

This chapter provides reference schematics for the 0C1230 in the package type PG-X2QFN-20-1. It refers to a
selection of typical use cases. For further recommendations on how to connect the 0C1230, refer to Table 2.

Electrical schematics for the use case "ISO/IEC 7816-3 only"

These schematics refer to the use case, in which the 0C1230 is only connected to the baseband controller via
the ISO/IEC 7816-3 interface. The SPI interface is not connected. The GP100.7 is not connected. These
schematics refer to the 0C1230 configuration, in which the GP100.7 acts as SPI interrupt, as well as the
configuration in which the GP100.7 acts as secure GPIO.

Note: SPI connection is optional, GPIO0.7 connection is optional.
ISO/IEC 7816-3 OPTIGA™ Connect Consumer
Terminal PG-X2QFN-20-1
CLK —150_CLK GPI00.7 —X
I/O — 1SO_IO SPI_MISO |22 x
RST ISO_RST SPI_MOSI 2
SPI_SS [ Voo
s SPI_CLK =
VoD Vop
l 1 Vbp
100 nF | Voo
18 { Vop
6,8,19 Vss
GND
Figure 12 Reference schematics for PG-X2QFN-20-1 I1SO + SPI + SPI IRQ

Electrical schematics for the use case "ISO/IEC 7816-3, SPI with SPI IRQ"

These schematics refer to the use case, in which the 0C1230 is connected to the baseband controller via the
ISO/IEC 7816-3 interface, and to the application processor via SPI. These schematics refer to the 0C1230
configuration, in which the GP100.7 acts as an SPI interrupt. The GP100.7 as SPI interrupt is connected to the
SPI master.

Note: SPI connection is optional, SPI IRQ connection is optional.
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ISO/IEC 7816-3 OPTIGA™ Connect Consumer SPI Master
Terminal PG-X2QFN-20-1
CLK ~ ) 1S0_CLK GPI00.7 as SPI IRQ | = Loptional_ ' 1rg
/0 — 1S0_I0 SPI_MISO ¢————————— MOS|
RST ISO_RST SPI_MOSI — MISO
el
' g SPI_CLK CLK
DD L 2 DD
_L - Vop
100 nF " Voo
18 | Vop
6,8,19 VSS
GND
Figure 13 Reference schematics for PG-X2QFN-20-1 ISO + SPI + SPI IRQ

Electrical schematics for the use case "ISO/IEC 7816-3, SPI and secure GPIO"

These schematics refer to the use case, in which the 0C1230 is connected to the baseband controller via the
ISO/IEC 7816-3 interface, and to the application processor via SPI. These schematics refer to the 0C1230
configuration, in which the GP100.7 acts as a secure GPIO. The GPIO0.7 as a secure GPIO is connected to the
application processor boot loader.

Note: SPI connection is optional, secure GPIO connection is optional.
ISO/IEC 7816-3 OPTIGA™ Connect Consumer (optional) App Processor
Terminal PG-X2QFN-20-1 Boot Loader
13
CLK T ISO_CLK GPI00.7 as Secure GPIO SPI Master
I/0 315010 SPI_MISO MISO
RST ISO_RST SPI_MOSI MOSI
SPI_SS S
Voo _ 51 Voo SPI_CLK CLK
100 nF -T— Vv '
7
n Voo (optional)
18 1 Vop
6,8,19 Vss
GND
Figure 14 Reference schematics for PG-X2QFN-20-1 ISO + SPI + SECURE GPIO
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7.2 Reference schematics for SG-XFWLB-16-1

This chapter provides reference schematics for the 0C1230 in the package type SG-XFWLB-16-1. It refers to a
selection of typical use cases. For further recommendations on how to connect the 0C1230, refer to Table 4.

Electrical schematics for the use case "ISO/IEC 7816-3 only"

These schematics refer to the use case, in which the 0C1230 is only connected to the baseband controller via
the ISO/IEC 7816-3 interface. The SPIl interface is not connected. The GPI00.7 is not connected. These
schematics refer to the 0C1230 configuration, in which the GP100.7 acts as SPI interrupt, as well as the
configuration in which the GP100.7 acts as secure GPIO.

Note: SPI connection is optional, GPIO0.7 connection is optional.
ISO/IEC 7816-3 OPTIGA™ Connect Consumer
Terminal SG-XFWLB-16-1
A4 A3
CLK —] 1SO_CLK GPI00.7 —
1/O — 1SO_I0 SPI_MISO [—
RST ISO_RST SPI_MOSI
D3
SPI_SS Vop
D4
AL SPI_CLK
Vob Vob
IZC3 Vop
100 nF 8 | oo
D2 I Voo
A2,C2,D1 Vss
GND
Figure 15 Reference schematics for SG-XFWLB-16-1 I1SO only

Electrical schematics for the use case "ISO/IEC 7816-3, SPI with SPI IRQ"

These schematics refer to the use case, in which the 0C1230 is connected to the baseband controller via the
ISO/IEC 7816-3 interface, and to the application processor via SPI. These schematics refer to the 0C1230
configuration, in which the GPI00.7 acts as an SPI interrupt. The GPI00.7 as SPI interrupt is connected to the
SPI master.

Note: SPI connection is optional, SPI IRQ connection is optional.
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ISO/IEC 7816-3 OPTIGA™ Connect Consumer SPI Master
Terminal SG-XFWLB-16-1
CLK = 150_CLk GPOI0.7 as SPI IRQ |- = loptional) _J e
I/O —¥ 1S0_IO SPI_MISO f———————— MOS|
RST ISO_RST SPI_MOSI [— MISO
ol R
Al SPI_CLK CLK
\Vobp @ Vbp
_L < Vbp
100 nF B2 | oo
B2 | Viop
A2,C2,D1 Vss
GND
Figure 16 Reference schematics for SG-XFWLB-16-1 I1SO + SPI + SPI IRQ

Electrical schematics for the use case "ISO/IEC 7816-3, SPI and secure GPIO"

These schematics refer to the use case, in which the 0C1230 is connected to the baseband controller via the
ISO/IEC 7816-3 interface, and to the application processor via SPI. These schematics refer to the 0C1230

configuration, in which the GP100.7 acts as a secure GPIO. The GPIO0.7 as a secure GPIO is connected to the
application processor boot loader.

Note: SPI connection is optional, secure GPIO connection is optional.
ISO/IEC 7816-3 OPTIGA™ Connect Consumer (optional) | App Processor
Terminal SG-XFWLB-16-1 : Boot Loader
|
CLK "y 150_CLK GPI00.7 as Secure GPIO ¢ = - SPI Master
/0 —¥ 1SO_IO SPI_MISO MISO
RST ISO_RST SPI_MOSI MOSI
SPI_SS SS
" SPI_CLK CLK
Vop Voo
_T_ S 1 Voo :
100 nF B2 [ oo (optional)
B2 | Viop
A2,C2,D1 Vss
GND
Figure 17 Reference schematics for SG-XFWLB-16-1 I1SO + SPI + SECURE GPIO
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8 Electrical characteristics

This section summarizes certain electrical characteristics of the controllers. It provides operational
characteristics as well as electrical DC and AC characteristics and particular interface characteristics.

Notes:
1. Tp as given for the operating temperature range of the controller unless otherwise stated.
2, All currents flowing into the controller are considered positive.
8.1 Key features
Table 5 Key features
Voltage class ClassC(1.8V)
ClassD (1.2V)
Data retention 10 years at room temperature
8.2 Absolute maximum ratings

This section defines the absolute maximum ratings. Stresses exceeding the values listed in Table 6 may cause
permanent damage to the device. This is a stress rating only and functional operation of the device at these or
at any other conditions whose values exceed those indicated in the operational sections of this specification is
not implied. Exposure to absolute maximum rating conditions for extended periods may affect device
reliability, including NVM data retention and programming endurance.

All voltages are referenced to common ground (GND) reference, unless otherwise specified.

Table 6 Absolute maximum ratings

Parameter Symbol Values Unit | Note or test condition
Min. | Typ. Max.

Operating temperature, | Ty -25 - +85 °C T, (max) must not be

ambient exceeded

Junction temperature T, - - +110 °C -

Supply voltage Vop -0.3 - 2.5 v -

8.3 Operational characteristics

This section specifies the AC and DC characteristics of the controller, along with details relating to the specific
interfaces provided by the controller.

8.3.1 DC characteristics

Ty as given for the security controller’s operating ambient temperature range unless otherwise stated.
All currents flowing into the security controller are considered positive.
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Table 7 DC electrical characteristics

Parameter Symbol Values Unit | Note or test condition

Min. | Typ. | Max.

Supply voltage Vop 1.08 - 1.98 Y Overall functional range of Vpp

Supply voltage variation |Vpp o, Vbb_nom |- Vbp_nom |V In operation and idle state phases, the

during operation *0.90 *1.10 supply voltage must stay within this
range around the nominal supply
voltage.

Max operating voltage must stay below
VDD_max-

Supply current, l1v2_operati |- 12.75 | - mA | Vpp=1.2V,ISO/IEC 7816

operating state ng

Supply current, l1v8_operati | - 12.90 |- mA | Vpp=1.8V,ISO/IEC 7816

operating state ng

Supply current, idle state | l1y; jdle - 141 |- MA | Vpp=1.2V,viaISO/IEC 7816 connected

Supply current, idle state | l1yg jdle 142 |- MA  |Vpp=1.8V,vialSO/IEC 7816 connected

8.3.2 AC characteristics

T, as given for the security controller’s operating ambient temperature range unless otherwise stated.
All currents flowing into the security controller are considered positive.

Table 8 AC electrical characteristics

Parameter Symbol Values Unit | Note or test condition

Min. | Typ. | Max.

Vpp ramp-up time tvop 210 - - ps 0% to 100% of the target
voltage ramp

System oscillator frequency | fosc - 100 |- MHz | Average system frequency for a
nominally adjusted oscillator
at Tj=+25°C and zero lifetime
(without silicon aging).

The actual oscillator frequency
may vary due to dynamic on-
chip power management
functions (for example voltage
drop monitor) and
environmental conditions.

System oscillator frequency | fosc 1 - 30 |- kHz/° |Average system oscillator
temperature drift C frequency drift as a function of
junction temperature

System clock frequency fsvscLk fosc/32 |- fosc MHz |-

1) At a faster supply ramp-up time the chip internal ESD elements cause temporarily a cross current between Vpp and GND, which
would be larger than the allowed /¢ for the relevant voltage class.
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8.3.2.1 Power-up guidelines

The rampup times given in AC characteristics apply under the assumption of a linear rise in voltage from 0% to

100% of the target voltage level. However, owing to possible current spike effects, it is recommended to follow
the voltage characteristics shown in the figure below.

Vob,max [-———

To avoid chip inrush
1. current, Vpp must rise at a +/- 10% Vbp range:

rate of less than 1V/jus I 3. Fast Voo transients are allowed in this
voltage range during chip operation

Node Vo has to increase gt‘:g‘;l;//‘::"o’:'a; ;:ig;;; ease
strictly monotonically 4. Recommendation: An active shutdown
device should discharge this power node
Voorin -~ /N e / down to the “POWER-OFF region”.

It is good design practice to connect an external capacitor with a low
equivalent series resistor between pin Vbp and pin GND. This low
impedance device combined with a continuous current from the external
power source has to avoid dynamic Vb voltage changes or voltage
plateaus. A strictly monotonic Vbp power ramp should be the result.

100 Omz JI “POWER-OFF region” 22

next chip startup

Voo must remain in the “POWER-
5.| oFf region” for an extended period
(recommended time > 100 us)

€

Figure 18 Recommended power-up behavior
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8.4 Interfaces

This chapter provides electrical characteristics with respect to operation of particular interfaces of the
controller.

Note: Unless otherwise stated, all values in this section are measured at the pins of the used package, i.e.,
the resistance, capacitance, and inductance, for example, of the package and the bond wires are
already included in these values!

The general characteristics of GPIO pins are stated at first covering the full operational range and various
configuration options. The characteristics of a particular interfaces are stated with respect to the specific
interface standards.

8.4.1 ISO 7816 interface characteristics

The ISO 7816 interface conforms with the ISO/IEC 7816-3, integrated circuit card (ICC) side, implementing the
transport protocols T=0 and T=1.

This interface supports APDU multiplexing, allowing for efficient communication in context with multiple
enabled carrier profiles. For more information please refer to Multiple enabled profiles (MEP) and Logical
secure element interfaces.

This interface supports logical channels according to ISO/IEC 7816-4. Logical channels allow multiple
application protocols to share the same physical connection, enabling the consumer device to manage
multiple applications simultaneously.

Notes:
1. All currents flowing out of the pad are considered to be positive.
2, Symbol T, describes the ambient temperature range.

3. ISO/IEC 7816-3 defines Class C as lowest supply voltage. Since this product supports lower voltages the
requirements and limits from Class C are used for the whole voltage range below Class C.

Absolute maximum ratings

Table 9 ISO/IEC 7816-3 card maximum ratings

Parameter Symbol Values Unit | Note or test condition
Min. Typ. Max.

Pad input voltage v -0.3 - Vpp 0.3 v

DC electrical characteristics

Table 10 ISO/IEC 7816-3 card DC electrical characteristics
Parameter Symbol Values Unit | Note or test condition
Min. Typ. Max.
Supply voltage Vob 1.08 - 1.98 Y Note: Vpp includes: Vpp ¢
Datasheet 32 Revision 1.0

2024-02-15



o~ _.
OPTIGA™ Connect Consumer 0C1230 |nf|neon
Datasheet

8 Electrical characteristics

Table 11 ISO/IEC 7816-3 card DC electrical characteristics - UART_RST
Parameter Symbol Values Unit | Note or test condition
Min. Typ. Max.
Input high voltage ViH 0.8* Vpp - Vop v -150 yA < /iy <+20 pA
Tao=0°C...50°C
Input high voltage V4 0.7 * Vpp - Vop V Tp=0°C...+50°C
Input high voltage ViH 0.8 * Vpp - Vob v 20 pA =iy
Tp=-25°C...+85°C
Input low voltage ViL 0 - 0.12* Vpp |V -20 pA </ <200 pA
To=0°C...+50°C
Input low voltage Vi 0 - 0.2* Vpp v To=0°C...+50°C
Input low voltage Vi 0 - 0.2* Vpp v I)L <200 pA
Tp=-25°C ... +85°C
Table 12 ISO/IEC 7816-3 card DC electrical characteristics - UART_CLK
Parameter Symbol Values Unit | Note or test condition
Min. Typ. Max.
Input high voltage Vin 0.7* Vpp - Vop v -100 pA</jy<+20 pA
Ta=0°C...+50°C
Input high voltage ViH 0.7* Vpp - Vob v Tp=0°C ... +50°C
Input high voltage ViH 0.7* Vpp - Vob v 20 pA =iy
Tp=-25°C ... +85°C
Input low voltage Vi 0 - 0.2* Vpp v -20 pA </ <100 pA
Tp=0°C...+50°C
Input low voltage ViL 0 - 0.2* Vpp v Ta=0°C...+50°C
Input low voltage ViL 0 - 0.2* Vpp Y IL<20 pA
Tp=-25°C ... +85°C
Table 13 ISO/IEC 7816-3 card DC electrical characteristics - UART_IO
Parameter Symbol Values Unit | Note or test condition
Min. Typ. Max.
Input high voltage ViH 0.7* Vpp - Vop v -20 A </ <300 pA
Tp=0°C ... +50°C
Input high voltage Vin 0.7* Vpp - - v Tp=0°C...+50°C
Input high voltage ViH 0.7* Vpp - Vpp + 0.3 v 20 A<y <20 pA
Tp=-25°C...+85°C
Input low voltage Vi 0 - 0.15* Vpp |V -20 pA </, <1000 pA
Ta=0°C...+50°C
Input low voltage Vi 0 - 0.2* Vpp v Tp=0°C...+50°C
Input low voltage Vi -0.3 - 0.2* Vpp v I;L <1000 pA
Tp=-25°C ... +85°C

(table continues...)
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Table 13

(continued) ISO/IEC 7816-3 card DC electrical characteristics - UART_IO

Parameter

Symbol

Values

Unit

Min.

Typ.

Max.

Note or test condition

Output high voltage

Von 0.7

*
Vbp

Vbp

-20 UA < /OH
20 kQ to VDD
Tx=0°C ... +50°C

Output high voltage

0.7

*
Vbp

0 pA <oy < 20 PA
20 kQ to VDD
To=0°C ... +50°C

Output high voltage

0.7

*
Vbp

Voltage class C
lon =20 pA

20 kQ to Vpp
Tp=-25°C ... +85°C

Output low voltage

0.15* Vpp

-500 HA = /OL
To=0°C.... +50°C

Output low voltage

0.15* Vpp

Voltage class C
-500 pA < lg, <0 pA
Ta=0°C...+50°C

Output low voltage

VoL 0

0.3

-1000 pA = Io,
Ta=-25°C ... +85°C

ISO/IEC 7816-3 card AC electrical characteristics

Table 14 ISO/IEC 7816-3 card AC electrical characteristics - UART_RST

Parameter Symbol Values Unit | Note or test condition
Min. | Typ. Max.

Rise/fall time tr, tr - - 1 us Tp=0°C...+50°C

Rise/fall time tr, tr - - 400 us Tp=-25°C ... +85°C

Input load capacitance CLoaD - - 30 pF -

Table 15 ISO/IEC 7816-3 card AC electrical characteristics - UART_CLK
Parameter Symbol Values Unit | Note or test condition
Min. | Typ. Max.
External frequency fuart ik |1 - 15 MHz | @ duty cycle 40% ...60%
Vi <0.1* Vpp
Vi >0.9" Vpp
Rise/fall time tr, tr - - 09*1/ gs Tp=0°C...+50°C
fuarT_cLk Measured between 10% and
90% of signal amplitude
Rise/fall time tr, tp - - 50 ns Tp=-25°C... +85°C
measured between 10% and
90% of signal amplitude

(table continues...)
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Table 15 (continued) ISO/IEC 7816-3 card AC electrical characteristics - UART_CLK
Parameter Symbol Values Unit | Note or test condition

Min. | Typ. Max.
Input load capacitance CLoaD - Ta= 30 pF -

-25°C
+85°C

Table 16 ISO/IEC 7816-3 card AC electrical characteristics - UART_IO
Parameter Symbol Values Unit | Note or test condition

Min. | Typ. Max.
Rise/fall time tr, tr - - 1 us Tp=0°C... +50°C
Rise/fall time tr, tr - - - us Tp=-25°C ... +85°C
Input load capacitance CLoAD - - 30 pF -
Output load capacitance CLoAD - - 30 pF -
Table 17 ISO/IEC 7816-3 supported Fi/Di ratios
Fi-Di F/D Baud rate
0x01 (%0000 0001) 372 9600 Bd @3.579 MHz
0x02 (%0000 0010) 186 19200 Bd @3.579 MHz
0x03 (%0000 0011) 93 38400 Bd @3.579 MHz
0x08 (%0000 1000) 31 115200 Bd @3.579 MHz
0x11 (%0001 0001) 372 9600 Bd @3.579 MHz
0x12 (%0001 0010) 186 19200 Bd @3.579 MHz
0x13 (%0001 0011) 93 38400 Bd @3.579 MHz
0x18 (%0001 1000) 31 115200 Bd @3.579 MHz
0x38 (%0011 1000) 62 57600 Bd @3.579 MHz
0x93 (%1001 0011) 128 31250 Bd @4.000 MHz
0x94 (%1001 0100) 64 56000 Bd @3.579 MHz
0x95 (%1001 0101) 32 156250 Bd @5.000 MHz
0x96 (%1001 0110) 16 312500 Bd @5.000 MHz
0x97 (%1001 0111) 8 625000 Bd @5.000 MHz
8.4.2 SPI interface characteristics

The SPl interface on the 0C1230 is compliant with the GlobalPlatform APDU Transport protocol T=1’, as defined
in [GP22_APDU] [12], implementing the “SPI slave” role, supporting the following details:

+  Configuration "mode 0"
+  Null-byte value '00'
+  Polling mode
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Depending on the configuration of the 0C1230, the SPI interface may also support the SPI interrupt mode. If
supported, the interrupt mode can optionally be used to manage the flow of data and optimize the efficiency of
the communication between the 0C1230 and the consumer device. For more details refer to GPI00.7 as SPI
interrupt (SPI IRQ).

The electrical characteristics of the SPI interface lines SCL, MOSI, MISO, and SS are given below.

This interface supports logical channels according to ISO/IEC 7816-4. Logical channels allow multiple
application protocols to share the same physical connection, enabling the consumer device to manage
multiple applications simultaneously.

Notes:

1. All currents flowing into the pad are considered to be positive

2, Tp as given for the controller’s operating temperature range unless otherwise stated

Table 18 DC characteristics

Parameter Symbol Values Unit | Note or test condition

Min. Typ. Max.

Pad supply voltage Vob 1.08 - 1.98 v

Input hlgh voltage V||.| 0.7* VDD - VDD +0.3 V

Input low voltage Vi -0.3 - 0.3* Vpp v

Output high voltage Vou 0.9* Vpp - - v lon =-100 pA

Output low voltage VoL - - 0.1* Vpp v lo.=1.5mA

Pad leakage I -2 - 2 pA 0V <Vpap<Vpp

Pad leakage I -1 - 0.02 mA -0.3V<Vppp<Vpp+0.3V

Table 19 AC characteristics

Parameter Symbol Values Unit | Note or test condition

Min. Typ. Max.

SCLK frequency, fscLk - - 8 MHz

mode 0

SCLK clock period tscik_rang | 1/fscik 5% |- 1/fsck 5% | s Measured at input pad voltage

e of 0.5* VDD

SCLK nominal clock | tscik - 1/ - us -

period fSCLK

SCLK low time tscLkL 0.45* tscix |- - ps Measured at input pad voltage
of 0.5 * Vpp

SCLK high time tscLKH 0.45* tscik |- - ps Measured at input pad voltage
of 0.5 * Vpp

SCLKinputslew rate | tg gy 1 - 4 V/ns | SCLK input voltage slew rate
measured between 0.2 * Vpp
and 0.6 * VDD

SSinactive time tss 40 - - ns

(table continues...)
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Table 19 (continued) AC characteristics
Parameter Symbol Values Unit | Note or test condition
Min. Typ. Max.

SS setup time tsss 40 - - ns Setup time SS to SCLK
leading? edge

SS hold time tssH 5 - - ns Hold time SCLK trailing edge
to SSinactive

MOSI setup time tsu 5 - - ns Data setup time to SCLK
latching edge

MOSI hold time th 3 - - ns Data hold time to SCLK
latching edge

MISO valid delay time |ty - - 30 ns Output valid delay time from

from SS active, mode SS active

0

MISO valid delay time |ty 0 - 0.7 * tscLkL ns Output valid delay time from

from SCLK edge SCLK shifting edge

MISO output disable |tsspo 0 - 40 ns Output disable time from SS

time inactive

MISO hold time tho 3 - - ns Output hold time to SCLK
shifting edge

Input capacitance Cin - - 10 pF -

(package pin?)

Output load CLoap - - 30 pF -

capacitance

1) Depending on the SPI mode, the relevant SCLK edge is either the rising or the falling edge, refer to for a description of the SPI
modes
2) Bare die + typical package, for example X2QFN.

8.4.3 GP100.7 characteristics

The 0C1230 is available in 2 different configurations with regards to the functionality that is supported by
GPI00.7: Pin GPI100.7 can either serve as an interrupt output line for the SPI interrupt (SPI IRQ), or as an input
line to support a "Secure GPIO" mechanism, as defined by Google within the Android ready SE program. These
two configuration options are mutually exclusive. This configuration is applied pre-issuance by Infineon and is
persistent for the lifetime of the product.

8.4.3.1 GP100.7 as SPI interrupt (SPIIRQ)

The following section describes the electrical characteristics of the pin GP100.7, when used as an SPl interrupt
line (SPIIRQ).

The GPI00.7 can optionally be used to optimize the efficiency of the SPI communication between the 0C1230
and the consumer device. If configured to support the SPI interrupt mechanism, the 0C1230 will use the pin
GP100.7 to indicate, that there is response data available to be retrieved by the SPI master. As an improvement
over the [GP22_APDU] [12] the handling of the SPI interrupt was modified for better robustness: In contrast to
the [GP22_APDU] [12], the 0OC1230 will not clear the interrupt signal as soon as the SS line is asserted by the SPI
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master. Instead, the 0C1230 will keep the interrupt line on a high active voltage level, until all available
response data has been retrieved by the SPI master.

The electrical characteristics of the GP100.7 as SPI IRQ are given below.

Notes:

1. All currents flowing into the pad are considered to be positive

2, Taas given for the controller’s operating temperature range unless otherwise stated

Table 20 DC characteristics for 1.8 V supply voltage range

Parameter Symbol Values Unit | Note or test condition
Min. Typ. Max.

Pad supply voltage Voo 1.62 - 1.98 v

Output low voltage VoL - - 0.28 v

Output low current loL 750 - - pA

Output high voltage Vou Vpp - 0.27 - - v

Output high current IoH 750 - - MA

Table 21 DC characteristics for 1.2 V supply voltage range

Parameter Symbol Values Unit | Note or test condition
Min. Typ. Max.

Pad supply voltage Voo 1.08 - 1.32 v

Output low voltage VoL - - 0.18

Output low current loL 500 - - pA

Output high voltage Vou Vpp-0.18 - - \Y

Output high current IoH 500 - - MA

Table 22 AC characteristics

Parameter Symbol Values Unit | Note or test condition
Min. Typ. Max.

Output load CLoap - - 30 pF -

capacitance

8.4.3.2 GP100.7 as secure GPIO

The following section describes the electrical characteristics of the pin GP100.7, when used as a secure GPIO.

If configured to support the secure GPIO mechanism, the 0C1230 monitors pin GPI00.7 for the boot signal from
the boot loader of the application processor of an embedding device. The boot signal is an impulse, that
indicates the boot phase of the application processor boot loader. It ensures physically that BOOT parameters
can only be set in the Keymint applet at device boot time. The 0C1230 will detect the boot signal on the rising
edge of the GP100.7 pin, according to the following timing diagram:

Revision 1.0
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GPI00.7 as Secure GPIO

SPIBUS

Application Processor

Boot Loader

t1

t2

P

A

v

\4

Figure 19 Secure GPIO timing diagram
Table 23 Boot signal characteristics
Parameter Symbol Values Unit | Note or test condition
Min. Typ. Max.
Time from Vppon,to |tl 1 - - ms -
rising edge
Duration of high state |t2 1 - - ps 0C1230 triggers on the rising
edge
The electrical characteristics of the GP100.7 are given below.
Notes:
1. All currents flowing into the pad are considered to be positive
2, Tp as given for the controller’s operating temperature range unless otherwise stated
Table 24 Secure GPIO operation supply and input voltages for (1.2 V and 1.8 V) supply voltage
range
Parameter Symbol Values Unit | Note or test condition
Min. Typ. Max.
Supply voltage Vop 1.08 - 1.98 v
GPIO pad input Vin_ gpio |-0.3 - Vpp +0.3 v Vpp is in the operational supply
voltage range
GPIO pad input Vin_gpio |-0.3 - 1.98 Y Vpp is switched off
voltage See Attention below

Attention:

The pin used for operating the secure GPIO is provided with an “indirect supply avoidance”

feature (ISA) which allows to switch off the supply voltage of the security controller regardless of
the input voltage V\y_gpio at these pins and without drawing a significant pad input current.

Datasheet
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Table 25 Secure GPIO DC electrical characteristics
Parameter Symbol Values Unit | Note or test condition
Min. Typ. Max.
Input current Ipuw -20 - -3 pA 0V <=Vin gpio =Vpp-0.5V; pinis
configured as pull-up (weak)
Input low voltage Vi -0.3 - 0.3* Wpp -
Input high voltage ViH 0.7 * Wpp - Wpp 10.3 -
Input capacitance CiN - - 10 pF -
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9 Contact information

For contact information, sales and office addresses please visit http://www.infineon.com.
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RoHS compliance

On January 27, 2003 the European Parliament and the council adopted the directives:

«  2002/95/EC on the Restriction of the use of certain Hazardous Substances in electrical and electronic
equipment ("RoHS")

«  2002/96/EC on Waste Electrical and Electrical and Electronic Equipment ("WEEE")

Some of these restricted (lead) or recycling-relevant (brominated flame retardants) substances are currently

found in the terminations (e.g. lead finish, bumps, balls) and substrate materials or mold compounds.

The European Union has finalized the Directives. It is the member states' task to convert these Directives into

national laws. Most national laws are available, some member states have extended timelines for

implementation. The laws arising from these Directives have come into force in 2006 or 2007.

The electro and electronic industry has to eliminate lead and other hazardous materials from their products. In

addition, discussions are on-going with regard to the separate recycling of certain materials, e.g. plastic

containing brominated flame retardants.

Infineon is fully committed to giving its customers maximum support in their efforts to convert to lead-free and

halogen-free!) products. For this reason, Infineon's "Green Products" are ROHS-compliant.

Since all hazardous substances have been removed, Infineon calls its lead-free and halogen-free semiconductor

packages "green." Details on Infineon's definition and upper limits for the restricted materials can be found

here.

The assembly process of our high-technology semiconductor chips is an integral part of our quality strategy.

Accordingly, we will accurately evaluate and test alternative materials in order to replace lead and halogen so

that we end up with the same or higher quality standards for our products.

The use of lead-free solders for board assembly results in higher process temperatures and increased

requirements for the heat resistivity of semiconductor packages. This issue is addressed by Infineon by a new

classification of the Moisture Sensitivity Level (MSL). In a first step the existing products have been classified

according to the new requirements.

Lead-free Halogen-free

Balls, FC bumps, Lead finish Substrate, Mold compound

greep o

Product

Any material used by Infineon is PBB and PBDE-free. Plastic containing brominated flame retardants, as mentioned in the WEEE
directive, will be replaced if technically/economically beneficial.
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AES
Advanced Encryption Standard (AES)

The standard for the encryption of electronic data established by the U.S. National Institute of Standards and
Technology (NIST) in 2001. The algorithm described by AES is a symmetric-key algorithm (the same key is used
for both encryption and decryption).

AOSP
Android open source platform (AOSP)

APDU

application protocol data unit (APDU)
The communication unit between a smart card reader and a smart card.

API
application programming interface (API)

BER
basic encoding rules (BER)

BSI

Bundesamt fiir Sicherheit in der Informationstechnik (BSl)
German Federal Office for Information Security.

CAVE
cellular authentication and voice encryption (CAVE)

cC

Common Criteria for Information Technology Security Evaluation (CC)
An international standard (ISO/IEC 15408) for computer security certification.

CDMA
code-division multiple access (CDMA)

CLF
contactless front end (CLF)

CLK
clock (CLK)

CPU
central processing unit (CPU)

CSIM
CDMA subscriber identity module (CSIM)
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DFA

differential fault analysis (DFA)

A class of side channel attacks in the field of cryptography, specifically cryptographic analysis. Faults are
induced into cryptographic implementations with the intention of revealing information about their internal
states.

DPA

differential power analysis (DPA)

A class of attacks against smart cards and secure cryptographic tokens. The attack involves monitoring how
much power a microprocessor uses as it functions, then using advanced statistical methods to determine secret
keys or personal identification numbers involved in the computations.

ECASD
eUICC controlling authority security domain (ECASD)

ECIES
elliptic curve integrated encryption scheme (ECIES)

eSA
eUICC security assurance (eSA)

ESD

electrostatic discharge (ESD)

The sudden draining of electrostatic charge. Even with small charges, it poses a considerable risk to small
semiconductor structures, in particular MOS structures. It is therefore essential to take precautions when
dealing with unprotected semiconductors.

eSIM
embedded SIM (eSIM)
An eUICC that hosts one or several MNO profiles.

ETSI
European Telecommunications Standards Institute (ETSI)

eUicC

embedded UICC (eUICC)

A removable or non-removable UICC that enables the remote and/or local management of profiles in a secure
way.

GND

ground (GND)

GP
GlobalPlatform (GP)

GPIO
general purpose input/output (GPIO)

GSMA
GSM Association (GSMA)
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GSM

Global System for Mobile communications (GSM)
A standard developed by the European Telecommunications Standards Institute (ETSI) to describe the
protocols for second-generation digital cellular networks used by mobile devices.

HAL
hardware abstraction layer (HAL)

HTTP
hypertext transfer protocol (HTTP)

12C
inter-integrated circuit (12C)

13C
improved inter-integrated circuit (13C)
An industry standard for multidrop serial data buses, developed under the guidance of the MIPI Alliance.

ICC
integrated card circuit (ICC)

IEC

International Electrotechnical Commission (IEC)
The international committee responsible for drawing up electrotechnical standards.

IPC
inter-process communication (IPC)

IRQ
interrupt request (IRQ)

A type of exception that breaks the linear flow of a program. The requesting module needs a software service
routine to evaluate its current state and take the necessary actions.

ISD-R

issuer security domain-root (ISD-R)

ISIM
IP multimedia services identity module (I1SIM)

1ISO
International Organization for Standardization (1SO)

JC
Java Card™ (JC)

JCVM
Java Card™ virtual machine (JCVM)

LPAd

local profile assistant device (LPAd)
Local profile assistant when LPA is in the device.
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LPA
local profile assistant (LPA)

LSI
logical secure element interface (LSI)

LTE
long-term evolution (LTE)

LuId

local user interface device (LUId)
Local user interface when LPA is in the device.

MAC

message authentication code (MAC)
Used to prove message integrity.

MEP
multiple enabled profiles (MEP)

MISO
master in slave out (MISO)

MOSI
master out slave in (MOSI)

NAA
network access application (NAA)

An application located on a UICC, that provides access to a telecommunication network.

NIST
National Institute of Standards and Technology (NIST)

NVM
non-volatile memory (NVM)

OEM
original equipment manufacturer (OEM)

oS
operating system (0S)

OTA
over-the-air (OTA)

PKCI
public key certificate issuers (PK Cl)

PPS
protocol and parameters selection (PPS)
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PWR
power (PWR)

RAM
remote application management (RAM)

RFM
remote file management (RFM)

RFU
reserved for future use (RFU)

RoHS

Restriction of Hazardous Substances in Electrical and Electronic Equipment (RoHS)

afineon

EU rules restricting the use of hazardous substances in electrical and electronic equipment to protect the

environment and public health.

RSA
Rivest Shamir Adleman (RSA)

An asymmetric cryptographic algorithm in which the encryption key is public and differs from the decryption

key, which is kept secret (private).

RSP
remote SIM provisioning (RSP)

RST
reset (RST)

RUIM
removable user identity module (RUIM)

SCL
serial clock line (SCL)

SEAC
secure element access control applet (SEAC)

SE

secure element (SE)

SIM
subscriber identity module (SIM)

SM-DP+
subscription manager-data preparation + (SM-DP+)
A profile server for MNO profiles over interface ES9+.

SMD
surface-mounted device (SMD)

SPA
simple power analysis (SPA)
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SPI
serial peripheral interface (SPI)

SS
slave select (SS)

SUCI
schemes including subscriber concealed identity (SUCI)

SW
status word (SW)

TAF
Technical Assistance Facility (TAF)

TCA
Trusted Connectivity Alliance (TCA)

TLV
tag length value (TLV)

UART
universal asynchronous receiver/transmitter (UART)

A universal asynchronous receiver transmitter is used for serial communications over a peripheral device serial
port by translating data between parallel and serial forms.

USIM
universal subscriber identity module (USIM)

WEEE
Waste from Electrical and Electronic Equipment (WEEE)

EU rules on treating waste electrical and electronic equipment to contribute to sustainable production and

consumption.
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